
20 
 

  
Abstract—The C-element is the critical component of 

asynchronous circuits' control paths. This paper presents a 
complete analysis of the effect of radiation particle hits on a Van-
Berkel C-element in 90nm bulk technology. The alpha particles, 
neutrons and heavy ions results show significant intrinsic 
sensitivity to Single Event Transients and Single Event Upsets. 
Furthermore, we propose a static and dynamic state-aware 
analysis of individual gates and more complex asynchronous 
elements. The methodology allows evaluating the vulnerability 
intervals of the asynchronous circuit for a given application and 
implementation, highlighting rendezvous phases where the C-
element is susceptible to SEUs, disrupting circuit behavior and 
requiring a null wave to recover. The results of the analysis can 
be exploited to predict and improve circuit reliability 
performance. 
 

Index Terms—Asynchronous Circuits, Soft Errors 
 

I. INTRODUCTION 
oft errors are one of the most important challenges in 
nanoscale CMOS technologies impacting field-level 

product reliability. In a microelectronic component, the failure 
rate induced by soft errors can be relatively high compared to 
other reliability issues [2]. Whether or not soft errors impose a 
reliability risk for electronic systems strongly depends on the 
application. Soft-error rate is generally not an issue for single-
user consumer applications such as mobile phones. However, 
it can be a problem for applications that either contain huge 
amounts of memories, or have very severe reliability 
requirements: automotive, data centers, space industry, etc. 
Soft errors and aging effects were originally just a problem of 
space flight. The rising FIT rates (Failure in Time) seen with 
recent technology generations more and more affect critical 
applications in aerospace, medical and automotive industries.  

Soft errors are events usually provoked by radiation sources 
like neutrons from cosmic rays, alpha particles emitted by  
 

 
 

 
radioactive impurities present in manufacturing used 
materials, etc. 

Aggressive technology scaling, higher frequencies and 
lower voltage operation strategies result in a reduction of 
capacitance per transistor, and as a consequence particles with 
lower energy can generate sufficient charge to cause soft 
errors. Soft Error Rates relate to cases when processed data is 
corrupted, but the device itself is not permanently damaged. 
Recent experiments show that the soft error rate (SER) of 
combinational logic in sub-50nm technologies is comparable 
with that of sequential elements (i.e. latches and flip-flops) 
and will be dominant factor in the future technologies [2]. 

Soft Errors can have different effects on applications. They 
may result in data corruption at the system level, or provoke a 
timing delay or malfunctioning of a circuit or even a system 
crash. Understanding how a particle impact may lead to 
failures has been made possible due to numerous 
software/hardware methodologies and tools for evaluating 
SER during the design phase. Such methodologies and tools 
allow SER characterization during the design phase and to 
avoid fabrication design and fabrication extra cycles. The full 
characterization frame includes TCAD models for the 
radiative environment, their interaction with the integrated 
circuit technology and design topologies allowing to provide 
good estimation of Failure In Time (FIT) rates for memory 
cells and library elements. Moreover, cell level SPICE 
simulation frames and gate level statistical and probabilistic 
approaches push forward the FIT estimation at the level of 
sequential cells, combinational logic and IP blocks [9]. They 
include electrical derating, logic derating and timing derating 
phenomena. All the masking factors have been widely studied 
in recent years, and very sophisticated models were proposed 
[10]. The accuracy of sensitivity evaluation has improved as 
well as the evaluation speed by properly taking into account 
the full environment of the system, the operating modes, 
systematic and random variations as well as the application.  
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Single Event Effects may become critical for a circuit when 
they induce Single Event Upsets (SEUs) and Single Event 
Transients (SETs). Considering the logic of a given 
application, these phenomena may happen under two 
conditions: the former, once a particle hits a sensitive node in 
the logic configured as latch or Flip-Flop (FF) this may alter 
the content of the storage cell flipping the value it stores; the 
latter, once a particle hits a sensitive node of a logic gate cell 
provoking a Single Event Transient (SET) pulse that may 
propagate through the logic. In this second case, the SET pulse 
has to propagate through the logic data path and be sampled 
into a storage FF or latch. The width of the SET pulse at the 
input of the storage element is therefore crucial.  

In the last years, researchers acknowledge SET effects as a 
forthcoming issue in digital technologies, especially due to the 
technology shrink [10]. Along the same line, it becomes 
increasingly problematic to maintain the globally synchronous 
design paradigm for the complex Systems-on-Chip (SoCs) 
facilitated through recent technology. Severe problems with 
clock distribution, the relatively low energy efficiency and the 
insufficient tolerance against PVT variations have led more 
and more designers to question globally synchronous design. 
Instead, asynchronous design is receiving increasing interest. 
While asynchronous designs indeed prove to solve these 
targeted problems, their SET tolerance is largely unexplored. 
In particular, little is known about masking effects in 
asynchronous logic. 

In the present paper we propose a complete analysis of the 
effect of radiation particle hits on a Van-Berkel C-element in 
90nm bulk technology. The alpha particles, neutrons and 
heavy ions interactions with the circuit are fully analyzed. In 
this sense we propose a static and dynamic state-aware 
analysis of individual gates and more complex asynchronous 
elements. The methodology allows evaluating the 
vulnerability intervals of the asynchronous circuit for a given 
application and implementation, highlighting rendezvous 
phases where the C-element is susceptible to SEUs. The 
results of the analysis can be exploited to predict and improve 
circuit reliability performance. 
 

II. THE MULLER C-ELEMENT AND ITS ROLE IN 
ASYNCHRONOUS LOGIC 

A. Principle of Asynchronous Logic 
In every digital system data transfer needs to be coordinated 

among the participating partners. Synchronous design is based 
on a strictly time-driven global co-ordination for this purpose. 
This causes the need for low-skew clock distribution, which 
becomes particularly cumbersome and inefficient for large and 
complex designs. Asynchronous design, in contrast, employs 
demand-driven local handshakes between the partners 
involved in a data transfer, thus saving energy and the need for 
global clock distribution. There are different schemes in use 
regarding timing model and protocol, but they all, more or 
less, allow the speed of data exchange to adapt to the actual 
speed of operation of sender and receiver(s) under the current 
conditions. This elastic timing behavior is a key reason why 
asynchronous design methods are currently receiving 
increasing interest. 

B. Muller C-element 
A Muller C-element [13] is the fundamental building block 

in the design of self-timed digital circuits [11]. Its output 
assumes the state of its inputs, when these match, and retains 
its previous state otherwise. Although it is frequently used as a 
(combinational) AND for transitions, it is a state-holding 
element much like an asynchronous set-reset latch. More 
specifically, it has two modes of operation, a transparent mode 
(when the matching inputs determine the output), and a hold 
mode (when the previous output memorized in the internal 
state determines the output). In principle the Muller C-element 
may have any number of inputs; in practice the 2-input gate is 
found by far most frequently. Therefore we will concentrate 
on it in the following. 

Three different CMOS implementations of the C-element 
have been introduced over the years; of which we use the 
implementation introduced by Van Berkel [14][15] for our 
purpose as shown in Fig. 1 (a). In this circuit, the output state 
is maintained through a feed-back conducting path of three 
transistors in the pull-up tree or the pull-down tree. 

 
 

 
Fig 1. CMOS Implementation of Van-Berkel based C-element;  

(a) normal, (b) with ‘set’ signal 
 

This circuit is ratioless; i.e. it does not impose any sizing 
restrictions on the transistors. The Van-Berkel C-element with 
the ‘set’ signal (refer Fig. 1 (b)) would reset the output of the 
C-element to ‘0’ if the ‘set’ signal is set to high.  

We have already performed preliminary SET injection 
experiments in Spice on this C-element [17], which showed 
that this type of circuit level simulation suffers from the 
limited ability of representing the actual pulse shape. 
Furthermore, in [16] we have investigated how to efficiently 
harden a C-element against radiation effects, by means of 
transistor sizing, stack separation, or the use of DICE latches. 
While all these methods proved useful for protecting the C-
element from SEUs, their overhead is considerable. It is 
therefore advisable to perform an SER evaluation of the circuit 
and identify those locations that benefit most from such a 
hardening, rather than globally applying the hardening to each 
and every cell. 
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III. A MODEST PROPOSAL FOR AN EXHAUSTIVE SER 
EVALUATION METHODOLOGY FOR ASYNCHRONOUS CIRCUITS 
Mirroring established SER evaluation methodologies for 

conventional synchronous circuits [1][2], we propose an 
approach based on evaluating the intrinsic sensitivity of the 
asynchronous circuit cells and applying a series of 
vulnerability or de-rating factors that reflect the different 
electrical, temporal or applicative aspects affecting the fault 
propagation in the circuit. 

Firstly, we will show that the control elements of 
asynchronous circuits should be investigated carefully. Due to 
the Muller C-element’s dual behavior as a combinational and 
sequential element at the same time, one can expect both 
SEUs and SETs to potentially affect the function of the cell. 
SEUs are only possible when the cell is in the hold mode. In 
the case of the Muller C-element, the required condition is for 
the inputs to be opposite. When the inputs are identical, the 
Muller C-elements is essentially a combinational cell and SET 
sensitivity is the crucial aspect to be investigated. 

Thus, the first step of the methodology consists in analyzing 
the control element’s sensitivity for all possible cell states (i.e. 
valid combinations of internal and input signals states). The 
expected output of this operation consists in a table of event 
rates per cell state. In the case of SETs, the result should 
consist in a collection of pulse widths and the associated 
occurrence rate. 

Single Event Effects can affect both control elements and 
standard logic cells from the logic combinational network. 
SETs in the logic can propagate through the network 
according to the Electrical De-Rating (EDR) and Logic De-
Rating (LDR) set by the signal values and reach the inputs of 
the control elements. Methods to evaluate EDR and LDR 
factors in combinational networks have been of a special 
interest for the research community [2]. 

In contrast to synchronous designs where the control 
elements (flip-flops) are sensitive to input SETs during a 
rather limited opportunity interval – defined by the setup and 
hold parameters –, the asynchronous Muller C-element can 
potentially be affected by input faults in a much broader 
interval. If for synchronous circuits, the Temporal De-Rating 
(TDR)[3] integrates the opportunity window and the clock 
period in an overall factor, it is thus necessary to evaluate a 
corresponding factor for faults arriving on the inputs of the 
control elements in asynchronous circuits. 

Accordingly, the next step of the methodology consists in 
evaluating the state distribution for all the circuit cells, 
especially control elements and signals. According to the 
simulation approach (analog or digital), signal monitoring can 
be added to the simulation environment using standardized 
simulation features (measurements for SPICE simulations, 
PLI/VPI libraries for Verilog simulators, etc), waveform 
analysis, etc. 

The SER analysis of synchronous circuits benefits from the 
introduction of the Soft Error concept – defined as the 
memorization of a propagated Single Event Fault (SET/SEU) 
in a sequential cell (flip-flop). The Soft Error Rate can be 
computed as a combination of the intrinsic SER cell sensitivity 
and the EDR, LDR, TDR factors. When the SER has been 
computed, higher-abstraction (RTL) simulation and error 

propagation methods could be deployed to compute an 
Architectural Vulnerability Factor (or Functional De-Rating), 
speed up the analysis time, minimize the efforts and ultimately 
cope with the complexity of the circuit, application and 
functional aspects. In principle, this approach can also be 
adapted to asynchronous circuits. The key difference, 
however, lies in the temporal masking: in synchronous design 
all SETs that occur outside the setup/hold window of a flip 
flop around the active clock edge will simply be masked. 
Asynchronous designs, in contrast, do not have explicit clock 
edges that would be as easy to identify. Still, however, they 
contain storage elements – the most prominent of which is the 
Muller C-element. The masking provided by this element is 
not related to a clock edge; it is, as already mentioned, 
dependent on the state of the inputs relative to each other and 
relative to its internal state. This makes the analysis more 
complicated. 

IV. SEE CHARACTERIZATION OF A MULLER C-ELEMENT 
We study the Muller C-element, more specifically its 

implementation proposed by van Berkel as shown in Section 
II.B, using reliable methodology and tools [4]. The approach 
provides results that can be compared positively to actual 
radiation testing results [5][6][7]. 

The methodology consists in analyzing the interaction of 
charged particles with the atoms of the device using a fast 
analytic model for the energy deposit and collection aspects. 
The parameters of the analytic model are pre-computed 
according to the results of TCAD simulations. The TCAD 
simulation campaign is only required once for a given process 
node; all the cells implemented in the considered process can 
be quickly and accurately simulated using the analytic model. 
In addition to charged particles, the proposed methodology is 
also able to evaluate the behavior of energetic but neutral 
particles such as neutrons through a nuclear database that 
provides the list and characteristics of secondary particles.  

The approach is able to evaluate FIT or cross-section 
figures for the whole cell, individual transistors or moderate-
complexity circuits in a reasonable amount of time (minutes-
hours) for any combination of cell states (cell inputs and 
internal signals), operating conditions (supply voltage, 
temperature, process corner) or environmental conditions 
(neutrons, alpha particles, heavy ions). 

The proposed Muller C-Element has been submitted to an 
extensive evaluation campaign. Firstly, the possible cell states 
have been enumerated as follows: 

 
Table 1. C-Element Possible States 

State A B Z ZNOT 
1 0 0 0 1 
2 1 0 1 0 
3 1 0 0 1 
4 0 1 1 0 
5 0 1 0 1 
6 1 1 1 0 

 
Neutron Soft Error Rate (SER) figures, expressed in FITs (1 

Failure-In-Time = 1 event during 1 billion working hours) per 
1 million cells are presented for Single Event Upsets and 
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Single Event Transients of various Pulse Widths (in ps) in 
Figure 2. The results show a preponderancy of SEU effects in 
hold mode (states 2, 3, 4, 5) when the two inputs A and B are 
opposite, as the cell memorizes the previous value. Some SET 
effects are possible, but their limited duration (<20ps) suggests 
that these events are not strong enough to overcome the 
internal cell inverters. Most likely, the short SETs will not be 
able to propagate further in the circuit. 

Furthermore it is apparent, that in states 2 and 5, i.e. when 
input A is the last to switch, the SER is lower than in states 3 
and 4, when A just arms the element and B triggers the state 
change. Since the circuit is completely symmetric with respect 
to A and B, this points to some asymmetry in the layout. 

For states 1 and 2 when the inputs are concordant, the cell is 
in transparent mode and thus purely combinational; no SEU 
effects are possible. The observed SETs present significant 
event rates (tens of FITs) and pulse widths (tens to hundreds 
of ps). These SETs can propagate further in the circuit and 
cause erroneous circuit behavior. 

 
Figure 2. Neutron SER Results for the C-Element 

 
The cell has been also submitted to a Heavy Ions 

evaluation. The Cross-Section (events/sq. cm) for selected ion 
species and SEU and SET events is presented below. 

 
Table 2. Heavy Ions Results for the C-Element 

 
HI 22Ne7+ 40Ar12+ 58Ni18+ 83Kr25+ 84Kr17+ 124Xe25+ 
LET 
(pc/um) 0.03093 0.10515 0.21031 0.33608 0.41649 0.69739 

SEU 4.87E-09 1.21E-08 1.59E-08 2.76E-08 3.44E-08 6.75E-08 
10-20ps 5.23E-10 4.03E-09 4.08E-09  6.60E-10 7.00E-10 
20-50ps  3.18E-10 6.54E-09 1.06E-08 9.60E-09 7.43E-09 
50-100ps  1.62E-09 1.75E-09 4.05E-10 2.11E-09 5.36E-09 
100-150ps  5.23E-10 1.12E-09 1.66E-09 1.35E-09 1.75E-09 
150-200ps    8.00E-10 1.12E-09 6.77E-10 
>200ps      8.00E-10 

 
No SET effects have been observed for alpha particles. 
The data presented here allow us a few practical 

observations, useful when evaluating the impact of SET/SEU 
events on complex asynchronous circuits. 

Firstly, there is a marked discrepancy in the sensitivity 
levels of the cell for the possible cell states, for both neutrons 

and heavy ions, SEUs and SETs. Thus, we will need to 
carefully consider the various states of the circuit for a given 
application, in order to compute representative intrinsic, raw 
SER values, to be used in the overall SER calculations. 

Secondly, the cell exhibits a marked SEU sensitivity in hold 
mode. This insight may be leveraged in the design of 
asynchronous circuits for increasing their robustness against 
SEUs, simply by minimizing the occupancy of the hold mode. 
The same consideration obviously applies to SETs as well. 

Lastly, SET effects have a rather limited duration (most 
SETs are shorter than 100ps and there are no SETs longer than 
200ps for neutrons or Heavy Ions). Note that this remark 
applies to the duration of the events at the output of the 
affected cell. The SETs can then travel through the circuit and 
be affected by pulse broadening effects [8] that can 
dramatically alter the propagated pulse duration.  

 

V. SEE CHARACTERIZATION OF AN ASYNCHRONOUS CIRCUIT 

A. Muller Pipeline and asynchronous up/down counter 
Structuring complex asynchronous function blocks is 

attained through pipelining, just like in the synchronous 
domain. Although countless approaches have been proposed 
[12], the fundamental structure is, without doubt, the Muller 
pipeline [11]. In this structure Muller C-elements are carefully 
interconnected to form stages that are mutually interlocked in 
a very useful way. In essence, this forms a FIFO for 
transitions. When these transitions are interpreted as ‘request’ 
and ‘acknowledge’ signals, the Muller pipeline represents an 
effective structure to control the latches along a pipelined data 
path. This makes the Muller pipeline one of the most 
fundamental design patterns in asynchronous design. 
Therefore its behavior in the presence of radiation effects 
(SET generation, propagation and latching) is of utmost 
relevance. 

The same structure can be conveniently employed for 
implementing a fast asynchronous up/down counter. The C-
elements in the counter propagate the transitions in a carefully 
controlled way that maintains the integrity of each wave [11]. 
The speed of signal propagation is determined by the actual 
delays of the circuit. The most interesting property of the 
circuit is that it is delay-insensitive, i.e., it works correctly 
regardless of wire and gate delays.  
 

 
 

Figure 3. 9-bit Up/Down Counter 
 

The Up/Down counter considered here is implemented as a 
9-stage pipeline made up of Van-Berkel based Muller C-
elements. Inputs ‘UP’ and ‘DOWN’ in Figure 3  are used as 
up and down count inputs, and the outputs ‘Z1-Z9’ are used as 
outputs. We use the C-element with ‘set’ signal (see Fig. 1(b)) 

10ps-‐20ps 10ps-‐50ps 50ps-‐
100ps

100ps-‐
150ps >150ps SEU

State	  1 18.0 48.4 128.4 8.2 0.0 0
State	  2 13.0 0.0 0.0 0.0 0.0 566
State	  3 0.5 0.0 0.0 0.0 0.0 757
State	  4 13.0 0.0 0.0 0.0 0.0 690
State	  5 0.5 0.0 0.0 0.0 0.0 584
State	  6 26.4 144.6 49.2 0.0 0.0 0
Average 11.9 32.2 29.6 1.4 0.0 432.8
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at all places of the Up/Down counter to reset all the outputs of 
the counter to ‘0’.  

Initially, a transition at the ‘UP’ input, will add a transition 
to the pipeline, provided there are no transitions at the 
‘DOWN’ input. A transition at the ‘DOWN’ input without any 
transition in the ‘UP’ input will have no effect as the pipeline 
is empty. If both the ‘UP’ and the ‘DOWN’ inputs have 
transitions, then they will cancel out and no transition would 
be recorded; i,e., the pipeline would still be empty. Continuous 
transitions on the ‘UP’ input without any transitions in the 
‘DOWN’ input would make the pipeline full. 

B. SER estimation for the asynchronous up/down counter 
To estimate the overall SER for the complete asynchronous 

counter we must evaluate the SERs for all its constituent 
Muller C-elements. In doing so, we must also consider their 
respective states, as the SER has proven to be state dependent.  

A simulation case that exercises the counter according to a 
typical workload shows an implementation particularity that 
strongly affects the SER performance of the circuit: the inputs 
of the Muller C-element gates are mostly opposite, as a 
consequence of the selected interlocking between adjacent 
stages. According to the intrinsic SER results presented in the 
previous chapter, the cell is particularly sensitive to SEU in 
this configuration. Assuming that A corresponds to the left 
inputs and B to the right inputs of the Muller C-elements 
shown in figure 3, the Muller C-elements in an empty pipeline 
are in state 2 while the pipeline is waiting for the next falling 
transition (yielding SER=566, according to figure 2), and in 
state 5 while waiting for a rising transition (SER=584). 
Knowing that the pipeline will see a strict alternation between 
rising and falling inputs, we can apply an average over the 
above SER rates for each Muller C-element, yielding an 
estimated SER of 575. (For simplicity we do not account for 
SETs here, but they can be treated analogously). 

For a full pipeline the situation can be treated in a similar 
way: All Muller C-elements are waiting for a transition on B, 
but in alternating polarity (i.e. if stage k waits for a rising 
transition, then its neighbors k-1 and k+1 wait for falling 
transitions). This means we see an alternation between stages 
3 (SER=757) and 4 (SER=690). Again we can therefore apply 
the mean value (SER=723). 

For a pipeline that is, e.g., half full, half of the Muller C-
elements will be in “full” state and the other half be “empty”, 
so we can apply the SERs accordingly. If we have an a priori 
knowledge on the average fill level of the pipeline, we can 
apply it to derive the appropriate weights. For our up/down 
counter we may assume it remains close to its initial state, 
which is half full. Then we can expect an average SER of 649 
(average over 575 and 723). 

Interestingly, the situation improves during switching 
activity, i.e. while the count is changing. The fact that the 
Muller C-element is not susceptible to SEUs in states 1 and 6 
suggests that the circuit will become more robust against 
SEUs when it is heavily exercised. When a transition arrives at 
an armed Muller C-element, then its inputs will match and the 
output will switch. The Muller C-element is now in state 1 (or 
6, respectively), until its neighboring element switched as well 

and thus arms the other input for the next transition. The time 
required for this is one round trip time from the Muller C-
element’s input through its output, the neighboring Muller C-
element plus the inverter, i.e. two gate delays of a Muller C-
element plus one inverter delay. During this period we can 
assume the element to be immune against SETs (recall that we 
have recorded an SER of 0 for states 1 and 6 in figure 2). 
Would we operate the pipeline at its maximum input event 
rate λmax, then it would spend all the time in states 1 and 6 and 
never go to its static state. In that case we can expect an SER 
of 0. Would we, in contrast, leave the pipeline static all the 
time, then we can apply the average SERs estimated above. 

For the cases in between, i.e. for an input event rate λactual < 
λmax we can calculate the proportion of time the pipeline is in 
static state as Wstatic = 1-λactual /λmax and apply this weight to 
the respective SER (in our example we could use the value of 
649 from above). This means the SER starts at its maximum 
value for input event rate 0, and is reduced linearly as we go 
towards the maximum input event rate, where the SER 
becomes 0. 

This is of course only a rough estimation that disregards the 
SER contributed by the inverter (unless one uses the inverting 
output of the Muller C-element), and also the fact that our 
measurement results for states 1 and 6 have been taken in 
static mode and should be verified for dynamic operation. 
What we can still see from this first simple analysis is that it is 
counter-productive to use a faster counter design than 
absolutely necessary for the purpose – the larger the relation 
λactual /λmax the better. 

 

VI. CONCLUSION 
This paper aims at raising the awareness regarding the 

current need for a more in-depth, sophisticated Soft Error 
Analysis of Single Event Effects in asynchronous circuits. We 
investigated the per-state SER figures of asynchronous control 
elements and used the data together with updated temporal de-
rating techniques and state-dependent SER computations. The 
overall methodology allows better, more accurate overall 
results that are representative of the actual circuit application 
and usage. 
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