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Abstract—There is a huge discrepancy between off-the-shelf
(COTS) hardware architectures and requirements for embedded
industrial applications. Industrial systems are getting more complex by the day, and an interaction of highly diverse components
within these systems is unavoidable. An implementation of such
systems on COTS hardware is challenging. Platforms based
on single-core CPUs is becoming limited, and use of multicore architectures yields safety risks, and overall inefficiency.
Tailored architectures provide adequate service but they lack
flexibility and therefore their economic justification is limited.
Emerging technologies i.e., hybrid system-on-chip combined with
novel architectural concepts are filling blind spots between COTS
architectures and embedded industrial applications.The paper
presents the implementation of an MPSoC architecture on a
hybrid system-on-a-chip platform. This architecture provides
unique capabilities for embedded applications, in particular, the
possibility to host mixed-criticiality and cross-domain applications.

I.

I NTRODUCTION

Industrial embedded applications (such as, automotive,
aerospace, railway, internet-of-things, industrial automation)
are implemented either on general purpose COTS hardware
or on dedicated hardware components. In the former case
versatility and accessibility are main goals. In the second case
the focus is on solving of a specific problem. The design
and production of computer hardware architectures is mainly
influenced by requirements of general purpose computing.
The first computer architectures were based on single-core
CPUs, which evolved to multi-core CPUs as the performance
and efficiency limits of single-core were reached. Due to
limitations of safety and reliability requirements the industrial
applications are mainly implemented on single-core architectures. On a single-core CPU tasks are usually divided in time
and the system software guarantees interference free operation. However, most multi-core processors are designed with
no special consideration towards isolation of different tasks
(e.g., all applications share components in non-deterministic
fashion). As a consequence, a sufficient guarantees cannot be
provided for safety critical systems without significant loss of
performance, for example, disabling all cores, except for one.
The industrial applications are getting more complex by the
day and are forced to migrate multi-core architectures in order
to meet the performance requirements, and the fact that CPU
manufacturers are abandoning single-core architectures. The
whole process is yielding serious challenges.
In this paper an overlaying hardware architecture is presented which utilizes advances in the design of state-of-the-art

field programmable gate array (FPGA) devices technology. It
is an adaptation of the hardware architecture described in [1],
which proposes an alternative approach to COTS multi-core
architectures. The legacy architecture was implemented on a
platform with limited performance capabilities. In this paper
a new implementation of the architecture is described, implemented on a novel hardware platform Arria V ST SoC from
Altera [2]. It is implemented on a SoC chip that combines a
powerful FPGA device with a hard-coded processor. It elevates
the performance capabilities of the overlaying architecture
and provides new options for the system designers. The new
implementation of the architecture uses a modular interfacebased approach to build a heterogeneous MPSoC with hardcoded processor component and a set of soft-coded processor
components.
The following section gives an overview of the design
challenges for the industrial embedded systems. In Section III
the implementation of the legacy architecture is described. Further, Section IV introduces the hybrid SoC technology. Section
V contains the implementation details of the architecture. In
Section VI a short case study on two industrial uses cases is
given, followed by sections with related work and future work.
Final sections contain closing words and acknowledgments.
II.

C HALLENGES IN I NDUSTRIAL E MBEDDED S YSTEMS

As an answer to the growing complexity issues of computer systems, hardware vendors introduced a multi-processor
system-on-a-chip (MPSoC) architectures. The goal is to integrate multiple systems on a single chip with the possibilities
to share its infrastructure without interference, and to save
on physical space and energy consumption. Embedded industrial applications are currently facing a number of imminent
challenges and the MPSoC technology provides an alternative
solutions to these problems:
•

Performance. A major problem for industrial embedded applications, especially for the applications with
safety and real-time requirements, is how to replace
single-core CPUs with multi-core CPUs in order
to achieve better performance. Integration of safetycrtical applications on multi-core architectures is a
hot topic both for designers and for the certification
authorities [3]. The multi-core architectures provide
the necessary performance increase for industrial applications, but they provide very little support for the
integration of multiple safety-critical applications or

mixed-criticality applications in a way that the performance gain is preserved. Specifically, a sufficient
spatial and temporal isolation of components cannot
be achieved.
•

Time predictability. The difference between embedded
industrial applications and general purpose applications is that they are often under constraint of time.
Also, co-ordination of different tasks is necessary to
achieve the time constraints. Multi-core CPUs are
not designed with sufficient level of determinism due
to intensive use of shared resources towards better
performance. Hybrid SoC architectures can be molded
into a system with high level of determinism and
sufficient performance.

•

Power Consumption. Environmental challenges have
lead the industrial community to make a significant
effort in lowering the energy consumption of computer
systems. Reducing the number of physical computer
components in a system reduces overall power consumption. Further, selective and modular operation
of a system provides more room for optimization of
power consumption of individual system components.

•

Mixed-Criticality Integration. As the general population is getting more and more dependent on internet
based services (i.e., communication, personal organization, navigation) and as systems provide better
capabilities for partitioning and segregation it is expected that non-critical functions will get integrated
with safety-critical and real-time systems. The MPSoC
technology offers these abilities almost by default.

•

Adaptation. Embedded industrial application are often
deployed in harsh, inaccessible and stochastic environments (e.g., space, deep sea). It is essential that the
corresponding computer system is able to adapt to environment changes without loss of functionality. If an
unforeseen event brings a system into a failure state,
the ability to adapt can prolong the life of a system,
and ensure reliability until the system is returned to a
safe state. An MPSoC is set of hardware components,
where a component can be used to monitor and change
a state of another component without influencing the
rest of the system.

•

Heterogeneity. A specialized hardware like digital
signal processor (DSP) or graphics processing unit
(GPU) is much more efficient in handling some tasks
than a standard CPU. Heterogeneity ensures efficiency
by allowing applications to be mapped to the core
whose execution will ensure best requirements coverage. Heterogeneity of its requirements. It also provides
versatility and mixed-integration capabilities.

It is clear that all these challenges are highly connected
and mutually dependent, this is why a solution must be
universal, rather then ad-hoc solving one problem at the time.
New technologies provide capabilities to implement alternative
hardware architectures and evaluate them on real-life scenarios.

III.

ACROSS MPS O C

The ACROSS MSPSoC [1] is a many-core architecture
implemented completely in an FPGA. At the core of the
MPSoC is a time-triggered network on chip (TTNoC). It
connects eight independent host components based on softcoded Nios2 processors. Each components (also called µComponent) is fully functional embedded system with local
memory and set of input/output peripherals (IOs). The TTNoC
uses encapsulated communication channels and special linking
interfaces to interact with µ-Components. Four µ-Components
are used as system components performing system, configuration and maintenance functions (i.e., global time service,
mass storage, monitoring services, IO services). Other four µComponents are reserved for application software. The application components share system components and their services
in full temporal and spatial isolation provided by TTNoC. The
MPSoC provides two levels of of fault-tolerance: The on- and
the off-chip fault-tolerance. Each component is a fault containment unit and the MPSoC is considered as error containment
unit. The architecture was designed using a services-oriented
approach, and it offers three types of services: core services,
optional services, and application-specific services. The core
services handle platform related tasks (e.g., basic communication). The optional services provide extended functionality to
core services and can be modeled on a specific requirements
set (e.g., security). The application specific services are user
level services implemented on top of the core and optional
services. The ACROSS MPSoC is implemented with a unique
set of IO connections to allow cross-domain integration.
IV.

H YBRID S YSTEM - ON - A -C HIP

This paper explores the capabilities of the state-of-the-art
FPGA devices and their ability to serve as an alternative to
COTS multi-core processors. Specifically, a crossover device
between these two technologies is being explored. In this paper
it will be called a hybrid SoCs. The hybrid SoC is a device that
combines FPGA and hard-coded processor on a single chip.
FPGA devices are used extensively in embedded applications,
especially in signal processing and communication devices.
Most frequently it is used as a secondary device for specific
tasks in a system. An FPGA is a programmable hardware, it
can be used to emulate hardware functions or to execute software modeled in the hardware like logic. It provides a platform
for prototyping of hardware or a tool for software acceleration.
Recent advancements in FPGA production technology enabled
significant increase in the capacity and performance of the
FPGA devices. Figure 1 shows how the FPGA technology
advanced in recent years regarding basic logic blocks. Other
properties of FPGA devices increased equivalently. This puts
use of FPGAs as an alternative hardware architecture in a wider
spectrum of industrial embedded applications (i.e., ACROSS
MPSoC see Section III).
The rapid FPGA development trend correlates with the
introduction of hybrid SoCs. The FPGAs are flexible and
can be used to implement almost any function, hardware or
software. However, the implementation of standard hardware
architectures on FPGA is performance limited. On the other
side standard hardware architectures lack flexibility. The use
of both devices in an interlocked architecture is relatively
common (e.g., [6], [7]). The integration of the same devices

Fig. 1. Development of FPGA devices in recent years in reference to number
of fundamental logic blocks [4], [5].

on a single chip provides more performance, lower latencies
and the possibility to directly augment one or the other device
and build custom architectures. Most notable architectures are
Zynq from Xilinx [8], Cyclon V and Arria V form Altera [9],
[2], and SmartFusion2 from MiroSemi [10].
The hybrid SoC architecture provides a new dimension
for embedded designers. The advantages of combining both
devices can be utilized in a joint system with a low latency.
In this paper we present a custom built architecture which
integrates both FPGA and CPU in a reliable and deterministic
fashion. The prototype platform chosen for this purpose is
Altera Arria ST SoC (see Figure 2).
A hard-coded CPU implemented on this platform is the
ARM Cortex A9 dual-core processor. It is a central part of a
system called a hard processor system (HPS). It also includes
a direct interfaced 1 GB DD3 memory, 32KB of instruction
and data L 1 cache per core, shared 512 KB L2 cache
memory, QSPI flash memory and a generic set of IOs (e.g.,
USB, UART, Ethernet, GPIOs etc.). The second component
on the chip is an Arria V FPGA. It is a medium capacity
programmable fabric (460K LEs) device. The FPGA has two
direct interfaced 1 GB memory modules, an FPGA specific
set of control and programming devices and a generic set of
IOs. The communication hub on the chip is a L3 interconnect,
that connects HPS with the FPGA and board peripherals.
The interconnect has three dedicated AXI bus bridges for
the communication between HPS and FPGA: HPS-to-FPGA,
FPGA-to-HPS and a lightweight HPS-to-FPGA. These allow
mutual exchange of resources and full cooperation between
two systems. The block diagram of the Altera Arria V ST
SoC development board is shown in Figure 2.
How does the hybrid SoC respond to the challenges in
industrial embedded applications? When it comes to performance, a recent survey reports that an embedded systems
runs on ≤ 500 Mhz processors in average [11]. The hybrid
SoC is able to match that on the HPS side and ensure even
better performance. The FPGA is able to provide additional
dedicated cores or components which can be used accelerate
tasks. It also provides a platform to integrate diverse systems
without physical or logical overlapping. This is essential for
mixed-critical and cross domain systems. Clustering of systems
on a single chip ensures efficient power consumption. The
operation of the two systems are independent and ensures the
isolation required for safety critical applications. Soft-coded
components also allow full segregation even within FPGA. An

Fig. 2. Arria V ST SoC development board and a block diagram of the
corresponding architecture.

other aspect of hybrid SoC which supports modern embedded
applications is the capability to reconfigure one or the other
system on run-time. For the future adaptive systems this
enables more flexibility where even hardware configuration
of the system could be completely changed during run-time.
Recent reports are predicting a huge improvement in hybrid
SoC technology in the coming years. This ensures longevity
of the solutions built using this technology [12].
V.

T IME -T RIGGERED M ULTI -P ROCESSOR
A RCHITECTURE ON H YBRID S O C

The evaluation of the ACROSS MPSoC in industrial
demonstrators has confirmed the predicted assumptions in
achieving mixed-criticality and cross domain integration using
this architecture as valid. The goal of the architecture presented
in this paper is to integrate high performance components,
and build a basis for a more generic setup with the focus
on a modular interface defined integration of components.
The design of embedded applications often includes over
dimensioning to ensure longevity of a product, especially in
industrial domains where the design and certification process requires extremely large efforts (e.g., avionics systems,
aerospace, industrial automation). it is essential to evaluate the
scaleability, portability and the platform dependence of the
architecture.The integration of TTNoC-based architecture on
hybrid SoC shows promising results for a large spectrum of
industrial embedded applications.

intention is to fully utilize Altera’s system integration tool
QSyS [14] and build a system in fully modular way. The
Nios2 components are therefore designed on a generic model
with clearly defined interfaces. This allows easy adaption of
the components to service or application specific requirements,
and simple integration of new components to the system.

Fig. 3.
SoC.

Block diagram of the deterministic MPsoC architecture on hybrid

The ACROSS legacy architecture was designed to host
a specific set of applications and provide a specific set of
services. A number of these services are platform dependent,
so porting the whole architecture was unpractical. To translate
the architecture to the new platform a number of the components needed to be adapted. The communication backbone
remained unchanged just with slight modifications to conform
the platform and current programming toolchain. The essential
parts of the communication backbone are: TTNoC, trusted
interface subsystems (TISSs) and trusted resource manager
(TRM).

One of the advantages of the TTNoC architecture is the
ability to connect heterogeneous components. The CPU of the
component must be able to interface the dual-ported memory
and receive interrupt signals. The Arria V ST SoC allows
direct coupling of IP modules implemented on FPGA with the
HPS system over the aforementioned interfaces (see Section
IV). This enables direct integration of the HPS with the rest
of the MPSoC. The new component is also represented as a
single module in the integration tool, although it is composed
from building blocks located on both on FPGA and HPS.
The coupling requires two interfaces one for the data transfer,
or interfacing the local port memory and the other one for
the routing of interrupt signals. Figure 4 shows the HPS
component and the way it is connected to the TTNoC over
TISS.

The TTNoC consists of fragment switches that enable
routing of traffic and global time propagation. Each fragment
switch is a module with four bi-directional channels for messages and additional signals for propagation of a system wide
global time. The fragment switches are combined together to
create a network-on-chip. The size of the NoC depends on the
number of fragment switches and it is bounded.
The TISS is a communication interface between the
TTNoC and a µ-Component. Although, it is basically a part
of a µ-Component, it is required if the components is to be
integrated in the TTNoC. The TISS is connected with the
CPU of a µ-Component via dual-ported memory, local to
the µ-Component, and interrupt signals for task triggering. It
also provides an instance of the system-wide global-time for
the µ-Component. The global time is an essential property
of a deterministic architecture, as it enables time-triggered
communication, coordinated execution of tasks and improved
fault-tolerance capabilities for the components [13]. The TISS
is also the host for the configuration files necessary for timetriggered communication and task triggering. These can be
only accessed and modified by the TRM component.
The TRM is the µ-Component responsible for maintenance
and configuration of TTNoC and corresponding TISSs. It
contains a tick generator which provides the basis for the
system wide global time. The second important task of the
TRM is the configuration of TISSs. The TRM is the only
component allowed to change the state of the configuration
memory of a TISS.
All the soft-coded components were completely rebuilt
and integrated into the MPSoC. The goal of the current
implementation of the MPSoC is to create a basis for a
platform and application independent architecture. Namely the

Fig. 4.

Block diagram of the HPS connection to the TTNoC

The heterogeneous approach increases fault tolerance capabilities by adding another layer of fault tolerance within a
chip. Although they are physically parts of the same chip HPS
and FPGA modules are completely independent. So on the
FPGA there is a soft fault tolerance between µ-Components.
A hybrid fault tolerance using HPS, which can be observed as
an of chip fault tolerant unit from the FPGA point of view.
The MPSoC is capable of phase synchronized operation with
another MPSoC. This extends its abilities with and enables
off-chip fault tolerance. The architecture provides shows other
promising properties that need to be explored in the future.
A static configuration of the architecture is currently used
to setup the system. Next step in this direction would be to

consider possibility of dynamic adaptation and reconfiguration.
The hybrid SoC allows partial reconfiguration of the SoC
during run-time, this ability can be utilized by the overlaying
hardware architecture. Further, the HPS component provides
new possibilities but it also adds to the complexity of the
system. The HPS has relatively complicated memory hierarchy
and it is essential to map an application based on its safety
requirements and fault hypothesis with the capabilities of the
HPS component. This is also important for standard multi-core
architectures. Other applications of HPS component include a
runtime monitoring and verification, which are essential for
the dynamic adaptation and reconfiguration.
The initial tests of the proposed hardware architecture
showed successful integration of the above mentioned components with the TTNoC. The modular approach provides ability
to extend or reduce the MPSoC’s number of components in
an simple and efficient way. Full evaluation of the system is a
work in progress, as well as the integration of the technology
in an industrial use case. The first step was to rebuild and
adapt the hardware components on to new platform, and to
ensure the functionality of the communication backbone. Additional results will be provided in an extension of this paper.
Next chapter provides a short overview of the architecture’s
implications on industrial use cases.
VI.

I NDUSTRIAL E MBEDDED S YSTEMS C ASE S TUDY

The motivation behind the work presented in this paper
comes from industrial embedded applications. The spectrum
of applications for the proposed architecture is wide as it is
shown in [1]. In this section provide an overview of a couple of
use cases, and discuss how they can benefit from the properties
of the presented architecture.
1) Automotive control units (xCU): The automotive industry is represented with a high number of units per year
and it needs to be in a continuous state of innovation in
order to ensure an economic progress. A recent reports show
the automotive industry produced about 90M vehicles last
year[15]. A survey shows that major drivers behind in the
automotive industry are fuel efficiency and safety. The same
survey reports that four important upcoming innovations in the
industry are: electric and hybrid power-trains, internet communication, car-2-car communication, car-2-oem communication,
and predictive consumer analytics [16]. How does this reflect
on the embedded systems within automotive industry? The
conclusion that embedded systems will have to be able to
host more applications, from different safety zones and keep
the level of safety guaranteed for all of them. How does the
proposed architecture answer to this challenge? It is capable of
running both safety critical and non-critical applications at the
same time. The HPS component provides more than adequate
performance capabilities for the present day applications and
and future applications. It provides a specific fault hypothesis
model two layers of on-chip fault tolerance, and a promising
approach for off-chip architecture. The work presented in
[17] shows how the similar architecture can be used as an
automotive xCU. The clustering of the xCU on an MPSoC
is shown to be an efficient alternative to implementation of
automotive applications on high-performance COTS multicore architectures. Clustering of xCU in complete isolation on
MPSoC provides obvious advantages. For example, consuming

less physical space reduces weight and power consumption.
Which in effect reduces fuel consumption and increases overall
effectiveness.
2) Space on-board computers: Contrary to the automotive
example the space sector has low unit numbers and completely
different innovation focus. The production of space equipment
requires high amount of efforts, due to harsh environment and
limited ability to perform repairs and changes. The applications in space are more mission critical then safety critical.
Nevertheless, they face similar problems when it comes to
hardware architectures citeberrojo2015scalable. Both, seek to
reduce number of on-board computers, increase performance
capabilities at the same time, and ensure energy efficiency. The
space applications also require high adaptation capabilities.
The costs of deploying and producing such a system are large,
therefore the lifespan of the product must be substantial, and
all components must be fault-tolerant. The mechanisms like
adaptation provide the ability to prolong the life of the system
by enhancing it or reducing its functionality (e.g., by removing
non-essential parts a system can perform basic functions for
a longer period). The proposed architecture offers integration
of multiple applications on a single chip, with several layers
of fault-tolerance. The hybrid SoC ensures ability to change
the configuration if necessary of each device on runtime by the
other one. The heterogeneous integration is also very important
for the space sector, as its applications operate with large
amounts of physical signals that can benefit from dedicated
hardware components.
VII.

F UTURE W ORK

At this stage the work presented contains a hardware
architecture and rudimentary software support. In this chapter
we present some of the additional actions included in our
future work on this topic. As stated in the introduction the
goal is to evaluate scaleability of the system by experimenting
with different setups of the architecture. The heterogeneous
approach is already integrated in the architecture, but there is
still room to expand it by integrating additional components
based on other CPUs. One of the concrete examples is the
integration of the Leon3 SPARC soft-coded processor from
Geisler [18]. The Leon3 has a fault-tolerant version and it is
highly utilized in space domain embedded systems. The second
goal is to ensure efficient portability to future generations of
the platform as well as the platform portability. This would
contribute to a more general use of the architecture.
VIII.

R ELATED W ORK

The MPSoC related research has produced a high number
of publications in recent years. With the introduction of hybrid
MPSoC the availability of these systems increased dramatically, and so has the interest of the community. The research
on MPSoC is also the vocal point of several major research
initiatives in EU. Projects ACROSS [19][1], MultiPartes [20],
ARAMIS [21], EMC2 [22] are all investigating the introduction of multi-core and MPSoC architectures in the domain of
safety critical and mixed-critical systems.
The automotive industry is a highly interesting domain for
MPSoC platforms.The author in [23] provides a demonstration
of vehicle powertrain implementation using Xilinx Zynq [8]

platform. Although it is a dedicated solution for a single application it is still showing the extent of the MSPoC’s capabilities.
The authors in [24] provide a mapping of AUTOSAR [25] to
the MPSoC based architecture. Another example of MPSoC
application for automotive use case is presented in [26]. The
paper provides a framework for dynamic allocation of task to
MPSoC components. It can be noticed that the hybrid SoC
is most frequently used as application oriented systems. The
capacity of the hybrid MPSoC to be used as generic platform
for industrial embedded systems is still to be explored.

[6]

[7]

[8]

[9]

The use of hybrid MPSoC applications stretches on multiple industrial domains. The authors in [27] give a survey on usability of the hybrid SoCs in the avionics domain, specifically
on the Xilinx Zynq platform. In [28] the authors explore the
capabilities of the hybrid MPSoC platform to perform dynamic
partial reconfiguration. These are only some of the works
focused around hybrid MPSoCs. The direction of development
of major hardware vendors confirms this statement [12] [29].
IX.

C ONCLUSION

This paper presented a heterogeneous MPSoC architecture
featuring a time-triggered network-on-chip implemented on a
hybrid SoC platform. The advantages of the hybrid SoC are
used to enhance an an earlier version of the MPSoC with the
hard-coded component of ARM Cortex C9 processors. In addition to the HPS Component other novel aspects are included
in the process. A generic modular design as the basis for model
oriented development, adaptation and dynamic reconfiguration.
We discussed the benefits of this architecture, on a couple of
use cases, and shown the potential of this approach. The hybrid
SoC technology is becoming more available every day, and its
capabilities are increasing accordingly. The proposed MPSoC
uses this technology to build an architecture capable of hosting
industrial embedded applications with even most demanding
requirements.
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software framework for dynamic task allocation on mpsocs evaluated
in an automotive context,” in Applied Reconfigurable Computing.
Springer, 2015, pp. 255–266.
S. VanderLeest and D. White, “Mpsoc hypervisor: The safe amp; secure
future of avionics,” in Digital Avionics Systems Conference (DASC),
2015 IEEE/AIAA 34th, Sept 2015, pp. 6B5–1–6B5–14.
A. Beasley, L. Walker, and C. Clarke, “Developing and implementing
dynamic partial reconfiguration for pre-emptible context switching and
continuous end-to-end dataflow applications,” in Altera SoC Developers
Forum. University of Bath, 2015.
Xilinx Inc. (2015) Website. [Online]. Available: http://www.xilinx.
com/about/generation-ahead-16nm.html

