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Abstract—Building large-scale IoT applications requires enor-
mous infrastructural support. As infrastructure we understand
hardware, software and communication channels necessary to
ensure interconnection between various heterogeneous compo-
nents. Project CPS/IoT Ecosystems explores infrastructural re-
quirements for large-scale applications. The applications are real-
world scenarios such as smart parking, smart agriculture or
smart buildings. In this paper we explore infrastructural require-
ments necessary to build modular indoor vertical farming system.
The proposed prototype is a service-oriented platform distributed
over three scopes of operation: cloud, fog, sensor/actuator.

Index Terms—IoT, Cyber-physical System, Vertical Farming,
Smart Farming

I. INTRODUCTION

Cyber-Physical Systems (CPS) represent an integration be-
tween computational (cyber) system and an physical environ-
ment, where parts of the system can reside in either one or the
other [1]. With the advancement of telecommunications and
establishment of Internet-of-Things (IoT) it became almost ef-
fortless to collect data from a physical environment, aggregate
and transform data into useful information, transfer the data to
large storage facilities, perform analysis to optimize existing
and discover emerging physical processes [2]. This practice
can increase efficiency of both complex industrial systems
(e.g., industrial robots) and ordinary consumer products (e.g.,
toothbrush).

The world is rapidly changing in many aspects and many
of them are positive, however some of these changes i.e.,
climate change are potentially catastrophic. By large margin
we are still bound to technologies dating back to industrial
revolution. Creating novel and smarter approaches to improve
these legacy systems and make them more sustainable is an
imperative behind CPS/IoT revolution. The worlds population
growth is currently at the rate of about 1% per annum [3].
The projections show this trend will continue with gradual
decrease. The world will reach about 9.1 billion people by
2050, it is projected that the food production needs to increase
for about 70% in the projected period. At the same time natural
resources and the ability to expand agricultural land are getting
lower, and approximately 90% of food gain is expected to
come from a yield increase, and only 10% from enlargement
of agricultural area [4].

The implementation of smart agricultural systems (e.g., cli-
mate monitoring, automated greenhouses, cattle management
etc.) will be one of the pillars of sustainable food production

in the future. In this paper we will reflect on implementation
of smart agricultural systems using CPS/IoT infrastructure and
offering Infrastructure-as-a-Service (IaaS) and Experiment-as-
a-Service (EaaS) for smart farming. In particular we will
demonstrate a vertical farming technology or plant factory with
artificial lighting (PFAL) implemented using CPS/IoT tools
and methods. The IoT infrastructure provides us an ability to
tailor the production in a vertical farming system, according
to a plant culture, environmental factors, and other functional
and non-functional requirements.

Following chapter provides theoretical and practical
overview of tools and methods used in this work. Further,
we provide a brief crossection of related works. Further, in
Chapter IV we provide details on implementation, followed
by discussion on results and future work.

II. BACKGROUND

A. CPS/IoT Ecosystem

The project CPS/IoT Ecosystems explores integration ca-
pabilities between CPS and IoT both from the aspect of
infrastructure and application. Development of smart systems
requires hardware and software infrastructure that are in most
cases generic and reusable. CPS/IoT Ecosystem is universal
platform for development of CPS/IoT applications, it provides
infrastructure, the ability to prototype and experiment applica-
tions as a service. It is a testbed that provides IoT infrastructure
in three scopes of operation: cloud, fog, and sensor/actuator.
An infrastructure in general terms is a basic physical and
organizational structures and facilities that allow operation of
a system or society [5]. Basic research on CPS/IoT, as well as
application development are often hindered by infrastructural
problems that increase overall efforts.

a) Cloud: Infrastructure-as-a-Service (IaaS) originated in
scope of cloud servers where users could lease computer re-
sources for a specific time and perform application deployment
and experiments without hardware constraints. Cloud servers
are build so they adapt can dynamically adapt to application
requirements. In context of CPS/IoT cloud servers are used
to store large amount of data, or to perform computationally
complex and challenging tasks.

b) Fog/Edge: Fog or sometimes referred as edge devices
reside on the edge of the internet and are responsible of main-
taining connection between low level devices (e.g., sensors,
actuators) and large scale servers in local network or over



internet. They provide ability to transform raw data into useful
information, compress the data to reduce communication over-
head, or to perform data aggregation and basic analysis. Fog
nodes are located closer to the physical environment. Thus,
they are capable of performing real-time control of physical
processes.

c) Sensor/Actuator: Sensors and actuators are simple
computational devices that are either equipped with sensing
devices to collect information from the physical environment
(e.g., thermometer) or actuating devices that are capable of
manipulating its physical environment (e.g., heater).

B. Arrowhead IoT Framework

Internet-of-Things (IoT) represent systems with highly het-
erogeneous and distributed structure. They are an excellent
example of Cyber-Physical System-of-Systems (CPSoS) [2].
They combine multiple organizations, applications and ser-
vices that need to provide optimal functionality with respect to
the balance between dependability, security, safety and sustain-
ability. Arrowhead [6] is a middle-ware software platform for
IoT systems that conforms exceptionally to these requirements.
It is a service-oriented architecture (SoA) designed for applica-
tions with firm safety and security constraints. It supports IaaS
concept as proposed by the CPS/IoT Ecosystem (see Section
II-A), and the multi-cloud/fog structure this project is based
on.

C. Indoor Vertical Farming System

Plant factory with artificial lighting (PFAL) is a process
of growing food in the artificial environment [7]. Common
agricultural processes for growing vegetables and fruit are
highly dependent on natural environmental factors such as
geographical location, weather or surrounding fauna. For ex-
ample, growing vegetables gets more difficult the farther the
location is away from the equator due to the reduced number of
sunny days and cold weather. Plants are using photosynthesis
to generate energy used for growth of the plants. The photo-
synthesis combines carbon-dioxide CO2 and water (H2O) that
react under sun light and generate sugar and oxygen (O2). In
addition different plants need different mineral supplements
depending on their function and origin. To grow plants in
an artificial environment it is necessary to ensure sun-light
or adequate replacement, source of water, CO2 from the air
and mineral nutrients. Vertical farming systems profit from
the artificial environment that can be controlled so each plant
gets most optimal conditions for growth. This allows plants a
constant fast and healthy development. Further advantages are
reduction of pesticide usage, reduction of water consumption
and all year weather independent production. Major downside
of indoor vertical farming systems is energy consumption.
Artificial lighting, water flow systems, ventilation and climate
control are all systems that consume electrical energy in
vertical farming production. However, advancement in low en-
ergy lighting, passive climate control and automation systems
reduce these costs drastically and make indoor food production
viable. There are four basic types of vertical farming systems:

• Hydroponic: Roots of the plants are submerged in water.
• Aeroponics: Plants grow suspended in the air and the

roots are sprayed with water.
• Aquaponics: Water is used both for plant growth and to

breed fish or other water cultures (e.g., shrimp).
• Soil: Plants are seeded in soil.

Depending on the water supply most common hydroponic
systems are deep flow technique (DTF) systems and nutrient
film technique (NTF) systems [7]. In this paper we present a
type of DTF hydroponic system with artificial LED light (see
Figure 1). This experimental setup was developed as a small
urban farming system for a house or a restaurant with low
water usage and optimized energy consumption.

III. RELATED WORK

The ultimate goal of each production system is to in-
crease production and reduce losses. Agriculture is a long-
established production activity that dates back to the dawn
of human civilization. Applying state-of-the-art computer and
communications technologies to build ”smarter” agricultural
systems is the latest attempts to extend food production
capabilities [8]. With help of global positioning systems (GPS)
[9], wireless communication networks, computer automation,
semiconductors and Internet, farmers are capable of gain-
ing extraordinary new insights into their production systems.
It ranges from smart irrigation systems where farmers use
computer automation systems and environmental sensors to
optimize water or energy consumption [10] [11] [12]. Further,
continuous monitoring of crop and livestock in relation to
environmental factors is becoming an essential feature of every
farming system. A large variety of sensing devices are being
introduced to agriculture, from imaging devices, to environ-
mental sensors and livestock sensors [13]. These devices can
be stationary, mobile or attached directly on livestock. Use
of unmanned areal vehicles (UAV) is a most common mobile
sensing approach used for everything from precision farming
to livestock tracking [14] [15]. The efficiency and power
consumption of semiconductor products i.e., LEDs provides us
with the ability to build artificial farming systems and produce
food in closed and regulated environment [7]. Internet-of-
things (IoT) provides a new dimension for interconnection
and interoperability between heterogeneous disciplines and
technologies. A combination of these technologies creates
sustainable fully automated indoor plant production systems
with ability to scale [16] [17] [18].

IV. IMPLEMENTATION

In this section we propose an IoT indoor vertical farming
system with three levels operation (see Figure 1). The system
is built using service-oriented architecture. This approach
provides an ability to expand and adapt the system if necessary
and to enable development and deployment of each function
independently.



Fig. 1. High-level architecture for vertical farming stack

A. Hardware Setup

The proposed indoor vertical farming system consists of
multiple physically decoupled entities. As mentioned above
the proposed system is implemented on three levels of oper-
ation. The cloud level is realized as a virtual machine and it
is deployed on a remote server. Depending on the size of the
indoor vertical farming system, the performance properties of
the server platform can vary. Fog node depicted in Figure 1
is a Raspberry Pi Model 3 B [19] single board computer. It
serves as a local control device for the actuators and sensors,
and it can operate in isolation if disconnected from the upper
cloud level.

1) Sensor Nodes: There two types of sensor nodes: the
environmental sensor node and soil measurement node. They
are based on Simblee RFD77101 [20] system-on-a-chip (SoC)
integrated with a set of environmental and soil measurement
sensors. Simblee SoC hosts a 32bit ARM CORTEX M0 pro-
cessor and Bluetooth Low Energy (BLE) transceiver with an
integrated antenna [21]. The communication between sensor
boards and the Fog node is done via BLE.

Each Vertical Farming stack consists of one environmental
node, responsible for measuring environmental parameters: air
temperature, pressure, humidity, CO2 and emission rate of total
volatile organic compound (eTVOC).

Each level has one dedicated soil board, measuring soil tem-
perature and humidity. The proposed indoor vertical farming
system is implemented as a hydroponic system so the soil
sensors are used to measure water level and water temperature.

2) Actuators: All actuators on the indoor vertical farming
system are controlled trough a relay IO board. It is controlled

via Ethernet interface. Each level on the indoor vertical farm-
ing system has one LED light source and two valves for water
supply or drainage mounted. A central pump is providing
water supply for all plant pots.

B. Software Infrastructure

The application consists of two local automation clouds,
each running the Arrowhead core system. The individual ser-
vices are depicted in Figure 2. The controller cloud is respon-
sible for controlling the actuators and reading of sensor values.
It interacts with a management cloud using Arrowhead’s inter-
cloud orchestration system. The management cloud provides a
user interface to set watering and light schedules and receives
sensor data from the controller cloud. The connection between
the two clouds is established using Arrowhead’s Gateway and
Gatekeeper services. The Gatekeepers negotiate connection
details and the Gateways tunnel the HTTP traffic through
a RabbitMQ [22] message broker using the AMQP [23]
protocol.

The application itself is implemented as a collection of
Arrowhead compliant services. Each service provider regis-
ters itself in the Service Registry and announces authorized
consumers to the Authorization System. Consumers lookup a
service through the Orchestrator and interact directly with each
other using a REST API. Measurements and control decisions
are published as events to the Event Handler and distributed
to subscribers. Communication between services by events are
indicated as dotted lines in Figure 2.

1) Sensor Node Firmware: Sensor nodes are programmed
using generic firmware that allows BLE communication with
upper layers. Further each service is extended in a sensor
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collection functions. Each sensor node has a unique BLE
address. Only single sensor can be connected to the controller
at the same time. The sensor nodes are programmed using
Arduino IDE [24].

2) Controller Cloud: The controller cloud is local cloud
located in fog. It designed for low level control of the indoor
vertical farming system, with a direct connection to the sensor
nodes and actuator control board. It hosts Arrowhead core
system and set of application services: Controller Service,
Management Interface, Sensor Service, Actuator Service and
BLE Communication Service. The Controller Cloud is shown
on the left side of Figure 2.

Management Interface is the only service that communicates
with Management Cloud. It serves as an application gateway
between cloud and fog layer of operation. It communicates
with Management Cloud via Arrowhead Gateways Service.

Sensor Service is a communication and aggregation service
for sensor data. The Sensor Service periodically requests raw
sensor data from the BLE Service, which interacts directly
with the operating system’s BLE driver. The BLE service and
the sensor nodes communicate using the GATT protocol [25].
The Raspberry Pi acts as a GATT client, the sensor boards as
a GATT server. The raw measurement packets are returned to
the Sensor Service and the measurements are extracted. They
are then annotated with their type and published to the Event
Handler. The different types of events are shown in Table I.

Controller Service receives schedules from the Management
Interface and subscribes to waterlevel events. It period-
ically compares the current targets to an estimated state of
the indoor vertical farming system and sends the appropriate
commands to the Actuator Service to reach the target state.
These commands are also published as events for logging.

Actuator Service receives commands from the Controller
Service, it communicates with the Relay board over TCP/IP
to control valves, LEDs and the pump. It logs all events
in the controller cloud and sends them to the management

TABLE I
EVENT TYPES

Event Description

temperature air temperature
humidity air humidity

CO2 CO2 concentration in the air
TVOC total volatile organic compounds in the air

air_pressure atmospheric air pressure
soil_temperature temperature in the flower box

waterlevel water level in the flower box

cloud either on request or periodically. It also receives new
schedules from the management cloud and forwards them to
the Controller Service.

3) Management Cloud: Management Cloud is located on
a remote server. It hosts Arrowhead core system, and two
application services: Management Service and User Interface
Service. The software stack for Management Cloud is depicted
on the right side of Figure 2.

Management Service is the main component of the Manage-
ment Cloud. It is only service capable of interacting with other
Arrowhead compliant services. It serves as a gateway between
user interface service and the rest of the system. It is accessed
by the UI application when new schedules are pushed to the
controller cloud. Its public Arrowhead interface is discovered
by the Management Interface through inter-cloud orchestration
and used to push event logs to the management cloud, where
they are written to a database and read by the UI application.

The UI service hosts a website for entering schedules and
viewing basic stack-based data. Figure 3 depicts the UI for one
level and exemplary data. On top of the screen, the different
environmental sensor values are shown. On the bottom left, the
sensor values related to the corresponding level are shown. A
schedule is defined as a list of mappings from timestamps to
water level and led state, i.e.: ti → (wi, li). This is drawn on



Fig. 3. User Interface with exemplary values for one level

the bottom right of Figure 3.
4) Integration and Deployment: All services are executed

in a Docker environment, where each service runs in a separate
container [26]. The containers are connected using Docker’s
overlay network feature, which enables the distribution of
containers across multiple devices without any change to the
internal configuration of the services. All Docker images are
prebuilt and hosted in a private Docker Registry.

Arrowhead core services use OpenJDK 8 [27] preinstalled
on Alpine Linux [28] as base and contain solely their des-
ignated Java archives. The user services are based on a
Debian [29] Python 2.7 image, where the needed Python
packages are loaded at startup. Debian was chosen over Alpine
Linux, as it is uses musl-libc library and most Python packages
within the Python Package Index are dynamically linked to
glibc, which is part of Debian.

The application services are implemented in Python [30]
with the Flask [31] framework. For this project we needed
to implemented Arrowhead consumer and provider clients in
Python, to ensure compatibility with the rest of Arrowhead
services.

We use Docker compose [32] to launch all services needed
within one cloud depicted in Figure 2. Each local cloud has
its own Docker configuration file to ensure correct start-up
sequence.

C. Discussion

The presented platform is a modular hydroponics vertical
farming system. The application is designed in three levels: a)
first part resides in cloud and it is responsible for high level

Fig. 4. Experimental indoor vertical farming setup.

control and user interaction, b) second part is implemented in
fog layer with a purpose of controlling the physical production
process, c) intermediate control and data acquisition is per-
formed through sensor nodes and relay actuator control unit.
The software stack for the platform is implemented using the
distributed service oriented framework Arrowhead that ensures
the ability to extend or adapt the system as required. It pro-
vides secure infrastructure for individual services on multiple
devices to communicate and exchange data. Modular approach
allows us to operate multiple pots, floors or complete platforms
at the same time, with the ability to host different plants and
different growing schedules. The safety measures ensure the
system to operate in isolation in case of network interference,
or to reduce risk of water damages in case of system failure.
The software stack is based on software container deployment.
This allows us to deploy components on various platforms
independent of the software and hardware infrastructure. In
combination with Arrowhead we can add or remove services
during run time without affecting basic control system. The



system is designed to be used in industrial and household
environments. Maximum daily energy consumption is around
2.4 kWh with all components active and injecting water into
the system. This can be optimized as not all components are
active continuously and different plants have different watering
schedules.

V. FUTURE WORK

The main idea behind this work is to achieve modular plug-
and-play platform for private or small business indoor farm-
ing systems. The prototype shows room for improvement in
terms of reliability, usability, energy consumption and sensor
measurements. To increase automation of the system we will
develop a service for automated growth tracking. Further, we
plan to build a database of plants with corresponding growth
plans, depending on the age, type of the plant. Finally we
aim to explore dynamic plan building based on environmental
factors and plant type.

VI. CONCLUSION

In this paper we proposed a modular indoor vertical farm-
ing system based on infrastructure provided by CPS/IoT
Ecosystem and Arrowhead IoT framework. Vertical farming
is sustainable technology of the future. It reduces use of
harmful chemicals and unnecessary water consumption. It
ensures healthy and fresh food independent of climate or
environmental factors. With help of IoT these systems can
be integrated in a Production-as-a-service (PaaS) ecosystem
to optimize food production and reduce waist and energy
consumption. Software and hardware infrastructure for IoT is
are essential components to achieve this goal.
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X. J. M. Tan, and R. G. Baldovino, “A Smart Aeroponic Tailored for IoT
Vertical Agriculture using Network Connected Modular Environmental
Chambers,” in 2018 IEEE 10th International Conference on Humanoid,
Nanotechnology, Information Technology,Communication and Control,
Environment and Management (HNICEM), Nov. 2018, pp. 1–4.

[17] S. Ruengittinun, S. Phongsamsuan, and P. Sureeratanakorn, “Applied
internet of thing for smart hydroponic farming ecosystem (HFE),”
in 2017 10th International Conference on Ubi-media Computing and
Workshops (Ubi-Media), Aug. 2017, pp. 1–4.

[18] H. Goldstein, “The green promise of vertical farms [Blueprints for a
Miracle],” IEEE Spectrum, vol. 55, no. 6, pp. 50–55, Jun. 2018.

[19] “Raspberry Pi 3 Model B.” [Online]. Available: https://www.raspberrypi.
org/products/raspberry-pi-3-model-b/

[20] “SimbleeTM EcoSystem Datasheet - RF Digital | DigiKey.” [Online].
Available: https://www.digikey.com/en/datasheets/rf-digital-corporation/
rf-digital-corporation-simblee-rfd77101-datasheet-v22

[21] C. Gomez, J. Oller, and J. Paradells, “Overview and Evaluation
of Bluetooth Low Energy: An Emerging Low-Power Wireless
Technology,” Sensors, vol. 12, no. 9, pp. 11 734–11 753, Sep. 2012.
[Online]. Available: https://www.mdpi.com/1424-8220/12/9/11734

[22] “RabbitMQ an open source AMQP broker.” [Online]. Available:
https://www.rabbitmq.com/

[23] OASIS, “Advanced message queuing protocol (amqp) version 1.0,”
2012. [Online]. Available: http://docs.oasis-open.org/amqp/core/v1.0/
amqp-core-complete-v1.0.pdf

[24] “Arduino.” [Online]. Available: https://www.arduino.cc/
[25] “GATT overview.” [Online]. Available: https://www.bluetooth.com/

specifications/gatt/generic-attributes-overview
[26] D. Bernstein, “Containers and Cloud: From LXC to Docker to Kuber-

netes,” IEEE Cloud Computing, vol. 1, no. 3, pp. 81–84, Sep. 2014.
[27] “OpenJDK an open source java platform standard edition.” [Online].

Available: https://openjdk.java.net/
[28] “Alpine Linux a lightweight linux distribution.” [Online]. Available:

https://alpinelinux.org/
[29] “Debian – The Universal Operating System.” [Online]. Available:

https://www.debian.org/
[30] “Python.” [Online]. Available: https://python.org
[31] “Flask (a Python microframework).” [Online]. Available: https:

//flask.pocoo.org
[32] “Docker Compose,” Apr. 2019. [Online]. Available: https://docs.docker.

com/compose/


