
Most modern computing devices are
ubiquitous embedded systems employed
to monitor and control physical
processes: cars, airplanes, automotive
highway systems, air traffic manage-
ment, etc. In the past, research on
embedded systems tended to focus on
the design optimization problems of
these computational devices. In recent
years, the focus has shifted towards the
complex synergy between the computa-
tional elements and the physical envi-
ronment with which they interact. The
term Cyber-Physical Systems (CPS) was
coined to refer to such interactions. In
CPS, embedded computation and com-
munication devices, together with sen-
sors and actuators of the physical sub-
stratum, are federated in heterogeneous,
open, systems-of-systems. Examples
include smart cities, smart grids, med-
ical devices, production lines, automo-
tive controllers, and robotics. 

Here we discuss some of the research
problems that we are addressing, on both
the theory and practical application sce-
narios of CPS, such as automotive and
medical systems.

Theoretical foundations and
challenges 
The behaviour of CPS is characterized
by the nonlinear interaction between dis-
crete (computing device) and contin-
uous phenomena (the physical sub-
stratum).  For this reason, research on
hybrid systems plays a key role in mod-
elling and analysing CPS. CPS are usu-
ally spatially distributed and they exhibit
emergent behaviours (i.e. traffic jams,
cyber-attacks), which result from inter-
actions among system components, and
which cease to exist when specific com-
ponents are removed from the systems.
Owing to their ubiquity and impact on
every aspect of our life, one of the
greatest challenges of this century is to
efficiently predict the emergent behav-
iours of these systems. The complexity
of their models, however, often hinders

any attempt to exhaustively verify their
safe behaviour. 

An alternative method is to equip CPS
with monitors and to predict emergent
behaviours at runtime. This approach
makes CPS self-aware, opening up new
approaches to designing systems that
can dynamically reconfigure them-
selves in order to adapt [1] to different
circumstances. However, monitoring
introduces a runtime overhead that may

alter the timing-related behaviour of the
system under scrutiny. In applications
with real-time constraints, overhead
control strategies may be necessary to
reduce the overhead to acceptable levels
by, for example, turning on and off the
monitoring. Gaps in monitoring, how-
ever, introduce uncertainty in the moni-
toring results. Hence, our current
research [1] also focuses on efficient
techniques to quantify this uncertainty
and compute an estimate of the current
state of the system.

Automotive scenario 
The extensive integration of sensor net-
works and computational power into
automotive systems over recent years
has enabled the development of various
systems to assist the driver during
monotonous driving conditions, and to
protect the passenger from hazardous
situations. This trend will inevitably
lead to autonomous vehicles. In order to
plan actions and reliably negotiate
traffic, these vehicles need sensors

capable of fault tolerant observation of
their environment.  Additionally,
vehicle to vehicle (V2V) and vehicle to
infrastructure (V2I) communication
technology – also known as V2X com-
munication – will be integrated into
future automotive systems. V2X com-
munication allows exchange of infor-
mation between vehicles and roadside
units about position and speed of vehi-
cles, driving conditions on a particular
road, accidents, or traffic jams.
Information exchange thereby allows
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Figure 1: Multi-level CPS in the automotive domain.



traffic load to be distributed among sev-
eral roads during rush hour, as well as
preventing accidents and multiple colli-
sions and sending automated emer-
gency calls. Figure 1 schematizes dif-
ferent levels of an automotive system-
of-systems consisting of sensor net-
works within a car, and the interaction
of vehicles on a higher system level.

Fast error detection, fault tolerant
system designs and new planning strate-
gies are required to cope with the
increasing failure rates of microchips
owing to continuous shrinking of
devices, as well as reliance on unreli-
able sources of information (e.g., infor-
mation sent by other vehicles). Some of
these problems can be solved by knowl-
edge-based techniques, such as
autonomous reconfiguration and substi-
tution of faulty subsystems and compo-
nents by using system ontologies [2].

Medical cyber-physical systems 
Medical CPS refers to modern medical
technologies in which sophisticated
embedded systems equipped with net-
work communication capabilities, are
responsible for monitoring and con-
trolling the physical dynamics of
patients’ bodies. Examples include
proton therapy machines, electro-

anatomical mapping and intervention,
bio-compatible and implantable
devices, and robotic prosthetics.
Malfunctioning of these devices can
have adverse consequences for the
health of the patient. The verification,
validation and certification of their
reliability and safety are extremely
important and still very challenging
tasks, owing to the complexity of the
involved interactions. The modelling
and efficient simulation of the patient
body will play a key role in the design
and validation of Medical CPS and in
the development of personalized treat-
ment strategies. To this end, our
research has largely focused on model-
ling and analysis techniques for car-
diac dynamics to predict the onset of
arterial and ventricular fibrillation. In
[3] we show that with a normal desktop
with GPU technology, it is possible to
achieve simulation speeds in near real-
time for complex spatial patterns
indicative of cardiac arrhythmic disor-
ders. Real-time simulation of organs
without the need of supercomputers
may soon facilitate the adoption of
model-based clinical diagnostics and
treatment planning.

Link:

http://ti.tuwien.ac.at/cps
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The growing relevance of Cyber-
Physical Systems (CPS) is due in part to
the development of technologies that are
essential for their effective deployment,
namely: embedded systems and wireless
communication networks. In particular,
Wireless Sensor and actuator Networks
(WSN) have greatly facilitated and
enhanced the automated, remote and
intelligent monitoring and control of a
large variety of physical systems. These
networks consist of many tiny, inexpen-
sive and low-power devices, each incor-
porating sensing, actuation, processing,

and wireless communication capabili-
ties. These devices are now used in a
number of application domains from
industrial and building automation, to
environmental, wildlife, and health
monitoring, and disaster relief manage-
ment. In these applications, computa-
tion and communication devices repre-
sent the enabling technology for WSN,
while some of the most advanced WSN
applications currently available are
used for control tasks. Wireless Control
Networks (WCN) are WSN applied to
control. 

The opportunities offered by WCN, and
the increasing computing power of con-
trol nodes, are accompanied by some
tough challenges. To advance the state-
of-the-art in modelling, analysis and
design of WCNs, classical control prob-
lems have to take into account the joint
effect of Control, Computation and
wireless Communication, evidencing
the need to solve new theoretical and
implementation problems. Despite
some initial fundamental scientific
achievements, the convergence of the
“3Cs” has not yet had a significant
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